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HP Education Services Course Overview
HP Operations Manager for Windows II (Advanced Administration) (U8602S)

This 5-day course is for Computer System
Administrators, and others, who already have some
experience with the HP Operations Manager for
Windows product. Students will build on their existing
knowledge of HP Operations Manager for Windows
and learn how to effectively utilize advanced features
such as node management, agentless environments,
scripted policies and flexible management. Students
will also learn to configure HP Operations Manager in
secure environments, using firewalls and proxies. This
course is 50% lecture and 50% hands-on labs

Audience
HP Operations Manager Customers: System or
network administrators who are responsible for
configuring and maintaining HP Operations
Manager for Windows

•

HP Software Channel Partners: Consultants, system
architects, integrators and planners

•

HP Software Engineers involved in pre-sales and
post-sales

•

Prerequisites
HP Operations Manager for Windows I
(Administration) H6778S

•

Windows 2000 or Windows Server 2003
Administration and Security experience

•

Knowledge of TCP/IP, COM/DCOM, scripting
and MCSE is desirable

•

Course Objective
Learn how to effectively utilize advanced HP Operations
Software for Windows features such as:

Advanced policy management and scripting•
Message forwarding to other applications•
Flexible management capabilities•
Interoperability with Operations-UX•
Database management•
Security and auditing•
Using HP Operations Software for Windows in a
cluster

•

Learn to use interoperation and integration capabilities
to enable HP Operations Software for Windows to work
with other HP Software products
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Course Title: HP Operations Manager for Windows II
(Advanced Administration)

HP Product Number: U8602S

Category/Subcategory: HP Software/Operations
Management

Course Length: 5 Days

Level: Intermediate

Delivery Language: English

To Order: You can order this course online at
http://www.hp.com/learn. At the site, select a country,
then choose "registration" or "Book a course" and fill
out the online registration form.

Next Steps: To learn more about HP Software products
that can be integrated with HP Operations Manager for
Windows, students may take HP Operations Manager
for UNIX I (H4356S), HP NNM Software (B4743S /
H1662S), HP ServiceDesk Software (H7084S), and HP
Internet Services Software (U8566S)

Benefits to You
After attending this course, students will be able to:

Use advanced features of HP Operations Manager
for Windows , such as advanced policy
management techniques, database management,
security configuration, node configuration,
message forwarding, flexible management and
agentless environments.

•

Configure HP Operations Manager for Windows
interoperability and integrations with HP
Operations Software for Unix, NNM and
SiteScope.

•

Create advanced policy rules using scripting•
Manage HTTPS communications and certificate
handling in complex environments.

•

Why education services from HP?
Experienced and best-in-the-field HP instructors•
State-of-the-art classroom facilities•
Comprehensive student materials•
Hands-on practice•
Customized on-site delivery•
More than 80 training locations worldwide•
Focus on job-specific skills•
Online instructor-led and self-paced training at
http://itresourcecenter.hp.com

•
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Detailed Course Outline

Introduction
• General course Introduction

Architecture
• Process flow in the three-tier model:

management server, console, managed node
Management Consoles

• Management Consoles and processes
• HTTPS communication
• Managed Nodes
• WMI and OMW
• Troubleshooting message non-arrival
• Services

Security
• Accounts used in HP Operations Software for

Windows
• Security of tools and instrumentation
• Using auditing for added security

Component Configuration and NodeInfo Policy
• XPL configuration
• DCE Agent firewall configuration

Advanced Node Configuration
• HTTPS Node installation
• External nodes
• Self-monitoring
• Node configuration

OM for Windows and WMI
• Detailed information on WMI: terminology,

definitions
• Using the WQL query language
• WMI Events
• Using WMI Management data in OMW
• Policies used with WMI: Thresholds and WMI

Policies
• Internal use of WMI in OMW
• WMI and integration of OVOW with other

products
• WMI and message forwarding

Agentless Monitoring with OMW
• Agentless monitoring with integrated products
• Configuring proxies
• Configuring monitored nodes
• SNMP MIB monitoring
• WMI monitoring: measurement threshold and

WMI policies

Auto-deployment
• How Auto-deployment can be modified or

disabled
• Add nodes to a new Node Group with

policies added for new services; deploy
policies to systems

Forwarding Messages to External Applications
• Forwarding concepts and messages as e-mail
• WMI and message forwarding
• Exporting properties and variables

Security
• Accounts used on the OMW management

server
• Security requirements for agent deployment
• OMW tools and scheduled commands
• Changing passwords
• How tools are executed
• Auditing

Firewalls and Proxies
• Firewalls and OMW
• HTTPS communications
• Health monitoring
• Communication using proxies
• Outbound-only communication

Certificate Use and Management
• SSL and certificates
• Encryption and Signatures
• Basic certificate commands and deployment
• Advanced certificate handling
• Using installation keys
• Certificates in flexible management

environments
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Flexible Management Overview
• Models for flexible management
• Agent-based versus server-based
• Exchange of Configuration

Agent-based Flexible Management
• Agent to Manager message flow
• Backup servers
• Follow-the-sun
• Competence centers
• Syntax and usage of the FM policies
• Switch server mechanisms

Server-based Flexible Management
• Hierarchical based server management
• Message synchronization
• Message forwarding details
• Exchanging configuration between

management servers (Windows and Unix)
• Configuration of managed nodes

Advanced Message Handling
• Outages in OMW
• OVOWNodeUtil command
• Message Stream Interface (MSI)
• Message delay detection
• Remote action security policy

The OMW Database
• The OMW Database Environment
• OMW data files
• Tools introduction
• Remote databases
• Backup

OMW Service Reporting
• Server configuration for Status Calculation
• Service reporting - best practice

• Adjusting Propagation and Calculation rules
• Reporting service availability

Advanced Policy Management and Scripting
• Troubleshooting policies
• Local logging
• Hints and tips on various policy types
• Configuration policy types
• Policy ownership
• User commands for policies

Auto-deployment
• Configuration: server, nodes, node groups,

service type, SPI
• Auto discovery and deployment
• Auto deployment flow

Visual Basic Scripting for Policies
• Scripting introduction
• Scripts in commands and monitors

Interoperability
• Operations Manager for Unix
• NNM Adapter
• SiteScope
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To locate country contact information and to learn
more about education services, please visit our
worldwide web site at http://www.hp.com/learn.


